METOOUYECKUE PEKOMEHOALIUU
O PASMELLEHUUN HA UHPOPMALIMOHHbLIX CTEHAAX, OPULIMATIBHbIX
WHTEPHET-CANTAX U APYI'NX UHOOPMALIMOHHbIX PECYPCAX
OBLLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA 1 OPFAHOB, OCYLLECTBNAIOLLKUX
YMNMPABNEHUE B C®EPE OGPA30OBAHUA, UH®OPMALIMK O BE3OINACHOM
NOBEAEHUU U NCNOJIb3OBAHUU CETU "MHTEPHET"
OkcnepTamu 1 YneHamm BpemeHHon komuccum Coseta ®efepaumm no passutuio
MHPOPMaLMOHHOro 0bLecTBa B pamMmKkax BbINONIHEHWUS peKOMeHAaLMIN NapnaMeHTCKMUX
cnywaHun "AkTyanbHble Bonpockl o6ecneveHns 6e30nacHoOCTM U pa3BuUTUA AeTeN B
MHOPMaLMOHHOM NpoCcTpaHcTBe", koTopble npowwnn B CoeTte Pepgepaunn 17 anpens 2017 r.,
ObInn paspaboTaHbl METOAMYECKME pEKOMEHAALMM O pa3MeLLEHMM Ha MHEPOPMALMOHHBIX
cTeHgax, opuumnanbHbIX MHTEPHET-canTax U ApYrux MHPOPMaLMOHHBIX pecypcax
o6LweobpasoBaTerbHbIX OpraHn3aunii u OpraHoB, OCYLLECTBSAIOWMX YpaBneHne B cepe
obpaszoBaHus, nHopmaLmm o 6e3onacHoOM NoBedeHUn n ncnonb3oBaHun cetn "MHtepHeT"
(manee - meTogu4eckme pekoMmeHgaumm).
MeTogunyeckune pekomeHgaumm HanpasieHbl Ha KA4eCTBEHHOE MOBbILLEHNE YPOBHS
NHOPMaLMOHHON AeaTernbHOCTM 0bLWweobpasoBaTenbHbIX OpraHM3aunin 1 OpraHoB,
OCYLLECTBMALWMNX YIpaBreHne B cpepe obpasoBaHust, B HacT MHPOPMUPOBAHNSA yHaLLMXCS,
NX poanTenen (3akOHHbIX NPeACTaBUTENEN) U Negarormdecknx paboTHMKOB 06 OCHOBHbIX
acnekTtax nHopmMaunoHHOM 6e30MacHOCTM.
MeTogmnyeckne pekomeHaaumm no3BonsT obleobpasoBaTenbHbIM OpraHn3aumsiM 1 opraHam,
OCYLLECTBIAIOLWLMM yrnpaBreHne B cchepe 06pasoBaHusi, akTyannampoBaTth Y>Ke UCNOoNb3yeMble
1 pasMeLLeHHble MHOPMaLMOHHbIE MaTepumarnbl, Tak U NOATOTOBUTL MX B CriyYae nx
OTCYTCTBUS C Y4ETOM NYYLLUX NPAKTUK N peKoMeHOaLnn.
B pamkax meTognyecknx pekoMeHaaLumm paccMaTpmuBaloTCa crneaytolwme MHCTPYMEHTbI:
1. MHOPMALNOHHbIE CTEHAbI;
2. ohuumanbHble UHTEPHET-PECYPCHI;
3. cpeacTBa MaccoBoW MHopMaLMKM (LLUKOMbHbIE ra3eThbl, Negarormyeckme n3gaHus u gpyrue).
MUHdopMaLUnOHHbIe CTeHAbI
Ha nHdopmaumoHHbIX cTeHaax B 06weobpasoBaTenbHbIX OpraHM3aumnsax, pacrnofoXeHHbIX B
dhone yupexaeHun n B kKabnHeTax, OCHaLLEHHbIX NepCoHanbHbIMU YCTPONCTBaAMW ANSA BbiIXo4a B
ceTb "VIHTepHeT", pekoMeHayeTCs pasMecTUTb MHPOPMaLMOHHbIE MAaMATKU, cogepalune
OCHOBHbIE COBETbI N0 0becrneyeHnto MHPOPMaLMOHHON 6e30NacHOCTU yYaLLMXCS.
B npunoxeHun N 1 Kk MeTogu4eckMmMm pekoMeHaaumnsm npeactaBneH obpasey namaTkn ans
pasmMeLLeHnst Ha MHAPOPMALMOHHBLIX CTEHAAX.
CpencrtBa maccoBou uHdopmaLmm
B cpencteBax maccoBon MHopMaLmnmn, OpUeHTUPOBAHHbBIX Ha 00yYaloLLMXCS, peKoMeHayeTcs
B TeyeHue y4yebHoro roga perynspHo nybnvkoBaTtb MHPOPMaLNOHHbIE MaTepuansl,
NOCBSILLEHHbIE OTAENbHLIM acnekTaMm MHpopMaLMOHHOM Be30MacHOCTH, a TakKe pasnuyHble
namMmsTku obLlero xapakrepa.
B cpeacTteBax maccoBor MHGOPMaLMK, OPUEHTUPOBAHHbLIX HA NeJarorm4eckyro
06LEeCTBEHHOCTb, peKOMeHAyeTCs B TeYeHne KaneHaapHoro roga perynspHo nybnukosatb
WHOPMaLIMOHHbIE MaTepuarnsbl, MOCBSLLEHHbIE OTAENbHbIM acrnekTaMm MHPOPMAaLMOHHOM
©e30MacHOCTUN Kak HECOBEPLLEHHONETHMX, TakK U 00 eobpa3oBaTENbHbIX OpraHnu3auUun, a Takke
pasnuyHble NamMsTkn, 0630pbl HOPMATUBHO-NPABOBOrO PErynMpoBaHns AaHHOW cdepbl U
MHOPMaLMIO O aKTyarnbHbIX MEPONPUATUSIX N COOLITUAX B JaHHON cdepe.
B xone npoeenenns EanHoro ypoka no 6e3onacHocty B cetn "UIHTepHeT" pekoMeHayeTcs
obecneynTb BbINMYyCK TEMATUYECKOro BblMycka cpeacTBa MaccoBow nHdopmauumn nubo cepum
nybnukaumn, cpeam KoTopbiX PaCCMOTPETb OPraHM30BaHHbIE MEPONPUATUSA Ans obydatoLmxcs,
nX poamnTenen (3akOHHbIX NPeACTaBUTENEN) U NeJarormyeckon obLeCTBEHHOCTMU.
OdwmumanbHble UHTepHET-pecypChbl
O6weobpasoBaTenbHbIM OpraHM3aumsiM pekoMeHayeTcsa Ha CBOMX obuumanbHbiX VIHTEpHeT-
pecypcax obecneunTb PyHKLMOHMPOBAHNE CAMOCTOATENBHOMO U CNeLmManm3npoBaHHOro
pasgena "MHdopmaunoHHas 6e30nacHOCTh", B paMkax KOTOPOro NpeaycMOTPETb pasmeLleHne
creayroLwen nHgopmaumm:
N Pasgen/nogpasgen ®opmart npeacraBneHns matepmanos
CopepxxaHvue maTtepuanos



1.JlokanbHble HOpMaTMBHLIE akThl B cdhepe obecneveHnss MHPOpPMaLMOHHON 6e3onacHoCTH
obyvaroLmxcs

Konuun gokymeHToB B popmate *PDF

PasmeLuatoTcs Konmm 4OKYMEHTOB, T.€. CKAHMPOBAaHHbIN BapuaHT JOKYMEHTa,
COOTBETCTBYIOLMI TpeboBaHMSAM K napaMeTpam CKaHUPOBAHUA.

PasmeluaoTca 4OKyMEeHTbl, perfnaMeHTupyoLme opraHnsaumio n paboTty ¢ nepCcoHanbHbIMM
AaHHbIMU, NNaHbl MeEPoONPUSATUIA No obecneyeHnto MHPOpMaLNOHHON 6e30MacHOCTH
obyuarowmxca n gpyrue.

2.HopmaTuBHOe perynmpoBaHue

Konuun gokymeHToB B oopmate *PDF

My6nukytoTca akTyanbHble CBeAEHMSI O dheaeparnbHbIX U perMoHasnbHbIX 3aKOHaXx,

nMcbMax OpraHoB BracTu 1 Apyrmne HopMaTUBHO-NPaBOBbIE AOKYMEHTbI, perfameHTupyoLwmne
obecneveHne NHpopMaLMOHHOM 6e30MacHOCTUN HECOBEPLUEHHONETHUX.

[onyckaeTca BMeCTO KOnuii pasmeLlaTb rMnepcChbifikv Ha COOTBETCTBYHOLLME LOKYMEHTbLI Ha
canTax OpraHoB rocyapCTBEHHOW BiacTu.

3. MNegarormyeckum paboTHMKam

TekcT Ha cTpaHuue canTta

Konuun gokymeHnToB B popmate *PDF

Pasmeluatotca metogmyeckme pekoMeHaaumm 1 ykasbiBaeTcs MHGOpMaLuusa 0 MeponpusaTmsx,
npoekTax n nporpammMax, HanpasneHHbIX Ha MNOBbILLEHNE UHPOPMALMOHHOM rPaMOTHOCTH
negarornyeckmnx paboTHUKOB.

4. Obyyatowmmca TeKkCcT Ha CTpaHuLe canTa

PasmelyaeTtca nHdopmaumnoHHasa namaTka (npunoxeHre N 2) n ykasbiBaeTcs

MHOpMaLMS O MEPONPUATUSX, MPOEKTaX U MpOorpaMmax, HarnpaBfeHHbIX Ha NOBbILLEHNE
MHOPMAaLIMOHHOW FPaMOTHOCTK 00y4atoLLMXCs.

5.PoguTensam (3akoHHbIM NpeacTaBuTensiM) oby4varowmxcs

TekcT Ha cTpaHuue canTta

Pa3meluaeTca nHpopmaumoHHas namaTka (npunoxexue N 3).

6.[eTckne 6e3onacHble canTbl TEKCT Ha CTpaHuLE canTa

PasmeluaeTcs nHpopmaums o pekoMeHAyeMbIX K UCMOSb30BaHNMIO B y4ebHOM npovecce
©e3onacHbIX canTtax,6aHHepbl 6e30nacHbIX AETCKUX CalTOB.

OpraHam, ocyLecTBnALWMUM yripaBneHve B cpepe o6pa3oBaHusl, pekoMeHayeTcs Ha CBOMX
oduumanbHbiX UHTepHET-pecypcax obecneynTb PYHKLUMOHNMPOBAHME CaAMOCTOSTENBHOMO U
cneumanuanpoBaHHoro pasgena "MHdbopmaumnoHHasa 6e3onacHOCTL", B paMKax KOTOpPOro
npesycMOTpeTh pasmeLleHne criegyowen nHhopmMaummn:

MpunoxeHue N 1

NAMATKA ONA OBYYAKLLNXCA OB MH®OPMALIMOHHOWM BE3OMACHOCTW OETEW
HEJIb3A

1. Bcem nogpsag coobLaTh CBOK YaCcTHYH MHApOpMaLMo (HacTodawme M, hamMunuio,
TenedoH, agpec, HOMep LLKOIbI, a Takke doTorpacdum CBou, CBOEN CEMbMU U APY3EN);

2. OTKpbIBaTb BrIOXEHHbIE (hansibl ANEKTPOHHOM MOYTbI, KOrda He 3Haellb OTnpaBuTens;

3. MpybuTtb, NnpuanpaTtbCs, okasbiBaTb AaBNeHNe - BECTU cebsa HEBEXITMBO U arpeCCUBHO;

4. He pacnopsixancsa geHbramm TBoen ceMbh 6€3 paspelueHuns cTaplumnx - Bcerga cnpawimnsan
poauTenen;

5. He BcTpevaiicsa ¢ HTepHeT-3HaKoOMbIMW B pearnbHOM XU3HU - MOCOBETYICS CO B3POCHbIM,
KOTOpPOMY AOBepsieLLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpaegy B IHTepHeTe - coobLm 06 3ToM CBOMM
poauTenaM U onekyHam;

2. MpuvrnawatoT nepenucbiBaTbCs, UrpaTb, OOMEHNBaTLCS - NPOBEPb, HET N NOABOXA;

3. He3akoHHOe konupoBaHue hannos B MIHTepHETE - BOPOBCTBO;

4. Bcerga pacckasbiBal B3pocrbiM 0 npobnemMax B CETU - OHW BCerga nomoryT;

5. Micnonb3yii HacTponkn 6e30MacHOCTY U NPUBATHOCTU, YTOObI HE MOTEPSATH CBOM aKKayHTbI B
CoLCeTaX 1 Apyrux nopranax.

MOXXHO

1. YBaxan gpyrux nonb3oBaTenen;

2. MNMonb3yelbest MHTEPHET-UCTOYHMKOM - Aeflan CCbISIKY Ha HEro;



3. OTKpbIBan TOMbKO T€ CCbIIKKN, B KOTOPbIX YBEPEH;

4. O6waTbCs 32 NOMOLLIO B3POCHbIM - POAUTENN, ONEKyHbl U aMUHUCTPaLUSa CanToB BCceraa
NMOMOryT;

5. MNponan oby4veHne Ha cante "CeTeBUYOK" 1 NOMy4M nacnopT UMpOBOro rpaxgaHmHal
MpunoxeHue N 2

NHOPOPMALMOHHAA NMAMATKA

O11A OBYHAKOLWUMXCA ONA PASMELWEHNA

HA OONUMATBbHBIX MHTEPHET-PECYPCAX

C kaxgblM rogomM MOMOAEXM B UHTEPHETE CTaHOBUTLCS BorbLue, a LWKOSNIbHUKN OAHM U3 CaMblX
aKTMBHbIX Nofib3oBaTenen PyHeTa. Mexay TemM, MOMMMO OrpPOMHOrO KOfindecTsa
BO3MOXXHOCTEMN, UHTEPHET HeceT 1 NpobnemMbl. ATa NnamATka JOIMKHA NoMoYb Tebe 6Ge3onacHo
HaxoOuTbCH B CETH.

KomnbloTepHble BUPYCbI

KomnbloTepHbI BUPYC - 3TO pa3HOBUAHOCTbL KOMMLIOTEPHbLIX NPOrpaMm, OTANYUTENBHON
0COBEHHOCTBIO KOTOPOKM ABMASIETCS CNOCOBHOCTL K pa3MHOXeHMI0. B gononHeHne k aTomy,
BMPYCbl MOTYT MOBPEANTL UINN NOSNHOCTLIO YHUYTOXUTL BCe dhaiinbl U AaHHbIE,
NOAKOHTPOSbHbIE MNOMb30BATENIO, OT MMEHM KOTOPOro Gbina 3anyLleHa 3apaeHHas
nporpaMmma, a Takke NoBpeanTb NN JaXe YHUUYTOXUTbL ONepaLMoHHY0 CUCTEMY CO BCEMM
darnamu B LenoM. B 60MnbLIMHCTBE Cry4YaeB pacnpoCTPaHSTCS BUPYChbl Yepe3 MHTEPHET.
MeToab! 3aLMTbl OT BPEAOHOCHBLIX NPOrpaMmm:

1. cnonb3yin coBpeMeHHble onepaunoHHble CUCTEMbI, UMEIOLLNE Cepbe3HbI YPOBEHb 3aLLMUTbI
OT BPEAOHOCHbIX NPOrpamMmm;

2. NocTosiHHO ycTaHaBnmMBam nayvt (UMpoBLIE 3aniaTku, KOTOPble aBTOMaTUYECKM
yCTaHaBMMBaoOTCA C Lienbto 4opaboTkm NporpaMmbl) n apyrne o6HOBNEHNSA CBOEN
onepaumoHHomn cuctembl. CkaymBam nx Tonbko ¢ oduumansHoro cata paspadotymka OC.
Ecnu cywiecTByeT pexunm aBToMaTtny4eckoro 06HOBNEHUS, BKIHOYM €r0;

3. PaboTan Ha cBoem KOMMblOTEPE MO NpaBaMu NoNb30BaTeNs, a He agMUHUCTpaTopa. OTO He
No3BOSNIUT BONBbLUNMHCTBY BPEAOHOCHbIX MPOrpamMM MHCTaNIMpoBaTbCA HAa TBOEM NEPCOHANIbBHOM
KOMMbIOTEpE;

4. Vicnonb3yn aHTUBMPYCHbIE NPOrpaMMHbIE NPOAYKTbI M3BECTHLIX MPOM3BOAUTENEN, C
aBToMaTnyeckum obHoBneHnem 6as;

5. OrpaHnyb branyecknin OCTyn K KOMMNbIOTEPY A5 NOCTOPOHHUX L,

6. Micnonb3yn BHELWHWE HOCUTENM MHPOPMaLMK, Takne Kak dorieLuka, AUCK unu gamn 3
WMHTEpHeTa, TONbKO N3 NPOBEPEHHbIX MCTOYHUKOB;

7. He oTKkpbIBai KOMMbOTEPHbIE (Palsbl, MONYYEeHHbIE N3 HEHAAEXHbIX NCTOYHUKOB. [laxe Te
dhannbl, KOTOpbIE NpUcnan TBON 3HAKOMbIN. Jlyylle yTOYHN y HEro, OTNPaBnsAn v oH Tebe nx.
Cetn WI-FI

Wi-Fi - 9T0 He BMA nepedayn gaHHbIX, HE TEXHOMOIMS, a BCero nuwb 6peHa, Mmapka. Ewe B
1991 rogy HugepnaHackas komnaHua 3apermctpupoBana 6peng "WECA", yto obosHavano
cnooco4eTaHue "Wireless Fidelity", koTopbiln nepeBoanTCs Kak "6ecnpoBoaHasi TOYHOCTL".

[o Hawero BpemeHn gowna gpyrasi abbpesuatypa, KoTopasi ABNSeTCs TaKom e TEXHONOIMeEN.
910 abbpeBunatypa "Wi-Fi". Takoe Ha3BaHMe ObINIO AAaHO C HAMEKOM Ha CTaH4ApPT BbICLUEN
3BYyKOBOW TexHUKM Hi-Fi, 4To B NnepeBoe 03HayaeT "BbICOKasd TOYHOCTL".

[a, 6ecnnaTHbI MHTEPHET-OOCTYN B Kade, OTENSX 1 asponopTax SBMSeTCs OTIMYHON
BO3MOXXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe akcnepTbl cHMTatoT, 4To obuwenoctynHble Wi-Fi
ceTun He aBnsatTca 6e3onacHbIMuU.

CoBeTbl No 6e3onacHocTy paboTel B 06weanoctynHbix cetax Wi-fi:

1. He nepegaBan cBoto nnyHyto nHgopmauuto Yepes obwegoctynHele Wi-Fi cetn. PaboTas B
HUX, XXenaTenbHO He BBOAUTb NApOnu AOCTyNa, NOrMHbI U KaKne-To HoOMepa;

2. Vicnonb3yi n 06HOBNSAN aHTUBMPYCHbIE NporpaMmmel U 6paHamayep. Tem cambim Thbl
obes3onacuib cedsi OT 3akayku BUpyca Ha TBOE YCTPOWMCTRO;

3. MNpw ncnonesoBanun Wi-Fi oTkntoun pyHkumio "O0LLmMI gocTyn K bainam v npuHTepam".
[aHHasa pyHKUMA 3aKpbiTa MO YMONYaHU0, OAHAKO HEKOTOPbIE NOMb30BaTENV akTUBUPYIOT ee
ans ynobctea ncnonb3oBaHus B pabote nnm ydebe;

4. He ncnonb3yn nyonuyHbin WI-FI ana nepegaym nuyHbIX AaHHbLIX, HANpUMep Onsi BbIxo4a B
coumanbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Vicnonb3yii Tonbko 3awulleHHoe coeamHeHmne Yyepesd HTTPS, a He HTTP, T.e. npu Habope



Beb6-agpeca BBoan umeHHo "https://";

6. B Mmo6unbHOM TenedoHe oTkmoumn dyHkuuio "Mogkntodenne k Wi-Fi aBTomatnyeckn”. He
Jonyckar aBToMaTM4eckoro nogkroyeHna yctporcTea k cetsam Wi-Fi 6e3 TBoero cornacus.
CoumanbHblie ceTn

CoumanbHble CeTU akTUBHO BXOASAT B HALUY XMU3Hb, MHOTME Moan paboTatoT M XMBYT TaMm
NOCTOSAHHO, a B Facebook yxxe 3apernctpmpoBaH Munnunapz YenoBek, YTo ABnseTcs 0gHOM
ceabMon Bcex Xutenen nnaHetsl. MHOrMe nonb3oBaTenn He NOHUMALOT, YTO UHopMaLms,
pasmeLlleHHas MMM B coumarnbHbIX CeTSX, MOXeT OblTb HangeHa 1 Ucnonb3oBaHa KeM yrogHo, B
TOM Yucne He ob6a3aTenbHO ¢ GnarMMm HaMmepeHNaIMN.

OcHoBHble coBeTbl No 6e30MacHOCTM B COLManbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y 1eb4 B opy3bsix HE OOIDKHO ObITb CyYanHbIX U HE3HAKOMbIX
noaen;

2. 3alumiLan cBo YacTHYIO XU3Hb. He ykasbiBal naponu, TenedoHsl, agpeca, naTy TBOEro
POXAEHNS 1 OPYTYH NIMYHYO MHAOPMAaLUMIO. 3110yMbILLIIEHHUKN MOTYT UCNOMb30BaTh JaXe
MHOPMaLMIO O TOM, KaK Tbl U TBOM POAUTENN NNAHMPyeTe NPOBECTM KaHWKYIbI;

3. 3awmiian cBoto penyTaumio - 4EPXM ee B YNCTOTe M 3agaBan cebe Bonpoc: xoTten Obl Thl,
4yTOObI ApYyrMe Nonb3oBaTeny BUAENN, YTO Thbl 3arpykaeLwwb? MNogyman, npexae 4em 4To-To
onybnukoBaTtb, HaNMcaTb U 3arpy3nThb;

4. Ecnu Tbl rOBOPULLIb C NOAbMU, KOTOPbIX HE 3HaELLb, HE MCMOMb3YN CBOE pearibHOe UMS U
OPYryo NUYHYI0 MHPOPMaLIUN: NMSI, MECTO KUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N36eran pasmelleHnst poTorpaduin B IHTepHeTe, rae Tbl M306pakeH Ha MECTHOCTU, MO
KOTOPOW MOXHO ONpeaennTb TBoe MEeCTOMOSOXEHNE;

6. MNpw pernctpaumm B coumnanbHOM CeTU HeOBXO0AUMO MCMONb30BaTb CIIOXHbBIE MAPOIX,
cocTosime 13 6yks 1 Undp 1 C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CeTH, MOYTbI U APYrMX CanToB HEOOXOAMMO UCMOMbL30BaTh pasHbie Naposu.
Torpa ecnu Tebs1 B3NomatoT, TO 3M0YMbILUNIEHHMKN NOMAyYaT JOCTYN TONbKO K OAHOMY MECTY, a
He BO BCe cpaasy.

ONEeKTPOHHbIe AEeHbIU

OnEKTPOHHbIE OEHbIM - 3TO OYEHb YA0OHLIN cnocob nnaTexen, OAHAKO CYLLECTBYHOT
MOLLUEHHWKN, KOTOPbIE€ XOTAT MNONYYNUTb 3TN AEHbIN.

OnEKTPOHHbIE OEHbIM MOSBUITUCH COBCEM HELABHO M MMEHHO U3-3a 3TOr0 BO MHOMMX
rocygapctBax 4O CMX NOP He MPONMcaHo NPo HUX B 3aKOHaX.

B Poccum xxe oHM oyHKLMOHMPYIOT N O HUX YXKe MPOMnMcaHo B 3aKOHe, rae ux pasgensaioT Ha
HECKONbKO BMAOB - aHOHWMHbIE N HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHBbIE - 3TO Te, B
KOTOpbIX pa3peluaeTcsa NpoBOANTL onepauunn 6e3 ngeHtudukauum nonb3oBaTtensd, a B
HEeaHOHUMHbIX NOEeHTUUKALNS NoNb3oBaTens ABNAETCSH 06a3aTenbHON.

Takke cnegyeT pasnuyatbh SMEKTPOHHbIE praTHble AeHbrM (paBHbl rOCY4apCTBEHHbIM
BasoTaM) 1 3neKTpoHHble HednaTHbIEe AeHbIN (HEe paBHbl FOCYA4apCTBEHHbLIM BanoTam).
OcHoBHbIe coBeTbl Mo 6Ge3onacHon paboTe ¢ 3NeKTPOHHbIMU AeHbraMu:

1. MpuBsHXM K cHeTY MOBUITBbHBIN TeNedoH. OTO camblin yOOOHbIN 1 ObICTPbIA cnocob
BOCCTaHOBUTb JOCTYN K cyeTy. [puBa3aHHbIi TenedoH nomoxeT, ecnu 3abynellb CBOW
nraTeXxHbI Naposnb Uu 3angellb Ha CanT C HE3HAKOMOIO YCTPONCTBA;

2. icnonb3yn ogHopasoBble naponu. MNocne nepexoda Ha yCureHHyo aBTopusaumio Tebe yxe
He BygeT yrpoXaTb ONaCHOCTb Kpaxu Unv nepexasaTa nnaTexHoro napons;

3. Bbibepu cnoxHbivi napons. MpectynHyukam 6yaet He NPOCTO yragaTb CNOXHbIN Naponb.
HagexHble naponu - 370 naponu, KoTopble cogepXaTt He MeHee 8 3HaKOB U BKITHOYaloT B cebs
CTPOYHbIE N NPONUCHBbIE BYKBbI, LMMPbI 1 HECKOSNIBKO CUMBOJIOB, TaKMe Kak 3Hak gonnapa,
dyHTa, BocknuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOOU CBOM NNYHbIE JaHHbIE Ha canTax, KOTOPbIM He JoBepsieLlb.

OneKTpoOHHaA noyTa

OneKTpoHHagA noyTa - 3TO TEXHONOIMA 1 NpeaocTaBnseMble €10 YCNyrn No NepechIsike n
NOSTYYEHUIO SNEKTPOHHBIX COOBLLEHNI, KOTOPbIE pacnpenenstoTca B KOMMNbIOTEPHON CETHU.
OBbIYHO 3NEKTPOHHbIM NOYTOBBIN ALWMK BbIFIAAUT crieqyowmnm obpasom:
UMs_nonb3oBaTena@ums_aoMeHa. Takke KpoMe nepegayn npocToro TekcTa, uMeeTcs
BO3MOXXHOCTb nepefasatb doannbl.

OcHoBHble coBeThbl Mo 6Ge3onacHon paboTe C ANEKTPOHHOW NOYTON:

1. Hago BbIOpaTh NpaBWibHLIN NOYTOBLIN CEPBUC. B MHTEpPHETE €CTh OrPOMHbIN BbIGOP



BecnnaTHbIX MOYTOBLIX CEPBUCOB, OA4HAKO fyylle A0BEepATb TEM, KOro 3Haellb U KTO NepBbii B
pENTUHrE;

2. He ykasbiBan B MMYHOM NoYTE NUYHY MHpopmaumio. Hanpumep, nydiie BoibpaTb
"My3blkanbHbIN_daHaT@" nnm "pok2013" BmecTto "temal3";

3. Vicnonbayi AByxaTanHyo aBTopm3aLnto. ITo Korga noMMMO Naposis HY>XHO BBOOUTb KOA,
npuckinaemoli no SMS;

4. Bbibepu cnoXHbI naposnb. [ns KaXaoro NoYTOBOro silMKa AOMKEH ObiTb CBOM HAEXHbIN,
YCTOMYMBBIV K B3fIOMY Naporib;

5. Ecnn eCTb BO3MOXHOCTb Hanucatb caMoMy CBOW NUYHbIA BONPOC, UCMOMb3Yyn 3Ty
BO3MOXHOCTb;

6. Mlcnonb3yi HECKOMNBbKO NOYTOBLIX ALWKUKOB. [1epBbln s YaCcTHOW Nepennckn ¢ agpecaTamu,
KOTOPbIM Tbl A0BEPSAELLb. OTO ANEKTPOHHbIM afgpec He Hado UCMOoMb30BaThb NPU perucTpaumm Ha
dopymax 1 cantax;

7. He oTKkpbIBan hanrbl 1 Apyrne BNoXeHNsa B NUCbMax, AaXe €Crivi OHU NPULLN OT TBOUX
apy3sen. Jlydwle yTouHN y HUX, OTNpaBnanv nu oHn Tebe atn dannel;

8. Nocne okoH4YaHusA paboTbl HA MOYTOBOM CEPBMCE NEpes 3aKkpbiTUEM BKAL4KM C CAaNTOM He
3abyab HaxaTtb Ha "Bbintn".

Knb6epObynnuHr nnu BupTyanbHoe usgeBaTernibCTBO

KnbepOynnuHr - npecnegoBaHne coobLleHNaMK, cogep KallumMmm 0CKOpONeHns, arpeccutio,
3anyrvBaHue; XynuraHcTeo; coumanbHoe BONKOTUPOBAHME C MOMOLLbIO Pa3fNYHbIX MHTEPHET-
CEepBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepOynnMHrom:

1. He 6pocaics B 6on. Jlyywmin cnocob: nocoBeToBaTbLCS Kak cebs BECTU U, ECIN HET TOrO, K
KOMY MOXHO 00paTuTbCs, TO BHayane ycnokouTtbcs. Ecnm Tl HaYHeLWb oTBeYaTb
OCKOpPONEeHnsAMM Ha OCKOPOIEHNS, TO TOMLKO eLle 6onblUe pasoxkeLlb KOH(NKT;

2. YnpaBnsawn ceoen knbeppenytaumnen;

3. AHOHMMHOCTb B ceT! MHMMas. CyLecTBYOT CNocoObl BbIACHUTb, KTO CTOUT 3@ @HOHUMHbIM
aKKayHTOM;

4. He cTonT BECTU XynuraHcKknin obpas BUpTyarnbHOW Xn3HU. IHTEpHET hmkcnpyeT Bce TBOU
OENCTBUSA U COXpaHAET ux. YaanuTb ux OyaeTt kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBok BUPTYanbHYH YEeCTb CMOJSIOAY;

6. IrHopupyn egnHnyHbIn Heratne. OaHOPa30Bble OCKOPOMTENbHbIE COOBLLEHMS Ny4dLle
urHopuposaTtb. O6bI4YHO arpeccus NpekpallaeTcs Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMI COOOLLIEHMSIMU, B COLMATIbHbBIX CETAX
€CTb BO3MOXHOCTb B6IOKMPOBKM OTNPaBKM COOBLLEHMI C ONpeaeneHHbIX aApecoB;

8. Ecnu Tbl cBngeTens knbepbynnuHra. TBou eNCTBUS: BbICTYNUTb NPOTUB NpecnefoBaTtens,
nokasaTtb €My, YTO €ro AeNCTBUSA OLLEHNBAOTCA HEraTUBHO, NOAAEPXKaTb XXepPTBY, KOTOPOM
HY>KHa Ncuxonornyeckas NoMoLLb, COOBLLMTbL B3POCIIbIM O (hakTe arpeCcCUBHOIO NOBEAEHNS B
ceTun.

MoOunbHbIN TenedoH

CoBpemeHHble cMapTdOHbI U NSaHWeThl coagepaT B cebe BnorHe B3pocrbii OYHKLMOHAS, U
Tenepb OHW MOTYT KOHKYpPMpOBaTb CO CTauMOHapHbIMK KoMnbloTepamu. OgHako, CpeacTs
3aWmThl 4na Noao6bHbIX YCTPOMCTB NOKa O4eHb Mano. TecTupoBaHUe 1 MOUCK YA3BMMOCTEN B
HUX NPOMCXOOUT He Tak MHTEHCMBHO, Kak ans K, To e camoe kacaeTcs U MOBUITbHbIX
NPUIOXEHUNA.

CoBpeMeHHble MOBUIbHbIE Bpay3epbl yXKe NpakTUYeckn AorHanu HacTorbHble aHanoru, ogHako
pacwmpeHune yHKUMoHana BneyeT 3a cobor 6onbLUy CROXHOCTb U MEHbLLYHO
3alUMLLEHHOCTb.

[aneko He BCe NPOM3BOANTENM BbiNYCKaOT OOHOBIEHNS, 3aKpbiBalOLLME KPUTUYECKME
YSI3BUMOCTU 41151 CBOUX YCTPONCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MOBUITbHOTO TenedoHa:

Huuero He siBNAeTCcsa no-HacTosLemy 6ecnnaTHeiM. Byab ocTopoXeH, Beab korga tebe
npeanararT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO MnaTHble YCIyri;
Oyman, npexge yem otnpasute SMS, poTo nnmn Bngeo. Tbl TOYHO 3HAELLb, F4e OHKU ByayT B
KOHEeYHOM utore?

Heobxoanmo obHOBNATH ONepaLMOHHY0 CUCTEMY TBOErO CMapT(OHa;

Vcnonb3yn aHTUBMPYCHLIE NPOrpamMMbl Ans MOOUNbHLIX TeNedOHOB;



He 3arpy>xan npunoxeHns oT HEM3BECTHOIO NCTOYHMKA, BeOb OHM MOTYT coaepXaTb
BPEeAOHOCHOE nNporpaMMHoe obecneveHue;

[Mocne Toro Kak Thbl BblAeLb C canTa, rae BBOAWI JIMYHYI0 MHAOPMaUWIo, 3anay B HACTPOKKK
Opay3sepa n yganu cookies;

lMeproguyeckn NpoBepsn, Kakme nnaTHble YCIyrn akTMBUPOBaHbl Ha TBOEM HOMEPE;

[aBan cBon HoMep MOGUITbHOrO TenedoHa TONbKO NAAM, KOTOPbIX Thbl 3HAELLb U KOMY
JosepseLlb;

Bluetooth gomkeH ObITb BLIKIHOYEH, KOrda Thl UM He NMonb3yelbes. He 3abbiBai nHorga
NPoOBEpPSAThL 3TO.

Online urpsbl

CoBpeMeHHbIe OHNaNH-UIPbl - ATO KpaCoYHbIe, 3axBaTblBaloLMe pa3BrneyeHnsi, oobeanHsaoLwme
COTHU TbICSAY YenoBeK No BCceMy MUpy. MIrpokn uccnenytoT AaHHbIN MM Mup, obLuatoTes Apyr ¢
OpYroMm, BbINOSHAKT 3afaHus, cpaxatoTcs C MOHCTpaMu 1 Nony4vatoT onbIT. 3a yO0BONbLCTBUE
OHM NNAaTAT: NOKyNnawtT OUCK, OnnayvmBaoT aboHEMEHT unm NpuobpeTaroT Kakme-To onuuun.
Bce atu cpeactBa nayT Ha nogaepxaHue n pasButmue uUrpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYHOTCHA CUCTEMbI aBTOPU3aLMM, BbIMYCKAKOTCS HOBbIE NaTyun (LMpoBbIE 3anaTku
AN nporpamM), 3aKpbIBalOTCA YA3BMMOCTM CEPBEPOB.

B nogo0bHbIX Mrpax CTouT onacaTbCs HEe CTOMBbKO CBOUX COMEPHUKOB, CKOMbKO Kpakn TBOEro
napornsi, Ha KOTOPOM OCHOBaHa cCMCTEMa aBTOpM3auun 6ONbLUNHCTBA Urp.

OcHoBHbIe coBeThbl N0 6&30NacHOCTU TBOEIo UIPOBOrO akKayHTa:

1. Ecnn gpyron nrpok Beget cebsa nnoxo nnm cosgaet Tebe HeNpuATHOCTU, 3abnokupyn ero B
CMNCKe UMPOKOB;

2. MNMoxanynca agMUHUCTpaTopam Urpbl Ha NI0X0e NOBeAEHME 3TOr0 UrPokKa, KenaTenbHO
NPUIOXNTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nn4yHyto nHdopmaumio B npodhaisie urpbl;

4. YBaxau ApYyrux y4aCcTHUKOB MO Urpe;

5. He yctaHasnuean HeouLmanbHble natin n Mogbl;

6. Mlcnonb3ayi CroXHble U pasHble naponu;

7. Jaxe BO BpeMs UIPbl HE CTOUT OTKIOYaTb aHTMBMPYC. [oKa Thl Urpaellb, TBOW KOMMbIOTEP
MOTyT 3apa3suTb.

PULINHT UNK KpaXka NUYHBIX AaHHbIX

OOGbI4HOM KpaXen AeHer U JOKYMEHTOB CErofHs yXXe HUKOro He YAMBULLb, HO C pa3BUTUEM
WHTEPHET-TEXHOMNOMIN 3TI0YMbILLSIEHHNKM MEPEMECTUNNCE B UHTEPHET, 1 NPOJOoIKatoT
3aHMMaTbes "NoduMbIM" AenoM.

Tak nosiBMnacb HOBas yrpo3a: MHTEPHET-MOLUEHHNYECTBA UNN PULLIMHT, rNaBHas Lenb
KOTOPOro COCTOUT B NOMyYeHUM KOHPUAEHUNANbHbIX aHHbIX NONb30BaTENEN - NOrMHOB U
naponeu. Ha aHrnuickom a3bike phishing yntaetca kak uwnHr (ot fishing - peibHas noens,
password - naponb).

OcHoBHbIe coBeTbl Mo 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOS aHkeTa Obina B3riomaHa, To
HeobxoauMo 3abnokMpoBaTh €€ U COODLLUTL agMUHUCTpaTopam pecypca 06 3TOM Kak MOXHO
cKopee;

2. icnonb3yn 6e3onacHble BeO-calTbl, B TOM YMCNE, MHTEPHET-MarasmHoOB U NMOMCKOBbIX
cucTem;

3. icnonb3ayn cnoxHele 1 pasHble naponu. Takum obpasom, ecnm Tebs B3nomatoT, To
3r10YMbILUNIEHHMKN NOMNyYaT AOCTYMN TOMbKO K OAHOMY TBOEMY MPOGUIII0 B CETU, @ HE KO BCEM,;
4. Ecnn Tebsa B3nomanu, To HeobxoaMMo NnpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOPbIE
nobaerneHbl y Tebsi B py3bsiX, 0 TOM, 4TO Tebs B3nloManu u, BO3MOXHO, OT TBOEro MMeHn byaeT
paccblnaTbCsa cnam 1 CCbINIKN Ha (PULLIMHIOBLIE CalThl;

5. YctaHoBu HagexHbi naposnb (PIN) Ha MOGunbHbIM TenedoH;

6. OTkMUYM coxpaHeHue napons B bpaysepe;

7. He oTkpbIBan hannbl 1 Apyr1ue BROXEHNS B MUCbMax, JaXe €CIiv OHU NPULLAN OT TBOMUX
apysen. Jlyyie yTouYHN y HUX, OTNPaBnsnv N oHn Tebe aTn dannebl.

LindpoBas penytauusa

Lindpposas penytaums - 3T0 HeratMBHas Unm no3nTueHasa nHdopmauus B cetun o Tebe.
KomnpomeTupytoasa nHpopmarms, pasMmeLLeHHas B UHTEPHETE, MOXET Cepbe3HbiM 00pa3om
OTPa3nTbCS Ha TBOEW pearnbHOM XU3HW. "Lindposas penytauyms” - 370 TBON UMULXK, KOTOPbIN



dopmMmmpyeTcs M3 nHdopMaumm o Tebe B MHTEPHETE.

TBOE MeCTO XnTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOSIOXEHNEe, 0COBEHHOCTN XapakTepa u
pacckasbl 0 BM3KMX - BCe 3TO HaKannMBaeTCH B CETU.

MHorne NnoApOCTKM NErKOMbICIIEHHO OTHOCATCSA K Ny6nukaumm nM4HOM nHdopmaumm B
WHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNEeACTBUN. Thl faXe HE CMOXEeLUb JoragaTbCs O TOM,
4yTO (hoTorpadusi, pasmellieHHasi 5 neT Hasag, cTana NPUYMHON OTKasa NPUHATL Tebs Ha
pabory.

KommeHTapuu, pasmelleHne TBoux ootorpaduni n gpyrme 4encTBus MOryT HE NCHE3HYTb Jaxe
nocne Toro, Kak Tbl UX yaanuiib. Tbl He 3HaELb, KTO COXpPaHU 3Ty MHopMaLumio, nonana nm
OHa B NOUCKOBbIE CUCTEMbI M COXPaHWach fiv OHa, a rmaBHoe: YTO NoAaymatoT o Tebe
OKpYyatoLLme nogu, KoTopble HanayT U YBUAAT 3T0. Hant nHdopmauunio MHOro fneT CnycTs
CMOXET NMobon - kak n3 gobpbix NOOYKAEHWI, TaK U C HAMEPEHNEM NPUYMHUTL Bped. JTO
MOXET ObITb KTO YrogHo.

OcCHOBHble coBeTbI MO 3alumTe LMdpoBON penyTaLumu:

1. MNogyman, npexage 4yem 4To-To NybnmkoBaTb M NnepeaasaTb y ceba B 6rore unu B
coumarnbHON CeTH;

2. B HacTpo#nkax npouns ycTaHOBU OrpaHNUYeHNs Ha MPOCMOTP TBOEro Npodounsg 1 ero
COOEepXXMMOro, caenan ero Tonbko "gns apysen”;

3. He pasmeluan 1 He ykasbiBan MHpOpMaLMIO, KOTopasi MOXET KOro-rimbo ockoponatb unm
obwmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHbI€e LLKOITbHUKN - aKTUBHbIE MOSib3oBaTenu uudpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HAKOT, YTO MOMb30BaHWE MHOMMMU BO3MOXHOCTSIMU LMPPOBOro Mupa Tpebyet
cobrogeHnst NpaB Ha UHTENNEKTyanbHYy0 COBCTBEHHOCTb.

TepMuyH "vHTENNeKTyanbHas COGCTBEHHOCTL" OTHOCUTCS K Pa3fiMyHbIM TBOPEHUSIM
4YenoBevyecKoro yma, Ha4umHas ¢ HOBbIX M306peTeHUI 1 3HaKoB, 0603HaYaLWMUX COGCTBEHHOCTb
Ha NPOAYKTbI U YCIyrn, N 3akaH4MBas KHUramu, potorpapmsamm, KWHOUILMammn n
MYy3blKarlbHbIMW NPOM3BEAEHUAMMN.

ABTOpCKMe npaBa - 3TO NpaBa Ha MHTeNNeKTyanbHyt0 CO6CTBEHHOCTb Ha NPON3BEAEHNS HaYKN,
nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTMm TOro, 4To
WHTENNEKTYyanbHbIN/TBOPYECKNA TPy aBTOopa He ByaeT HanpacHbIM, JAacT eMy cnpaBenvBbie
BO3MOXXHOCTM 3apaboTaTtb Ha pe3ynbTaTtax CBOero Tpyaa, Nony4ymTb U3BECTHOCTb U NPU3HAHME.
HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOAUTbL €ro NPon3BeaeHmE,
pacnpocTpaHaTb, Ny6NMYHO AEMOHCTpUPOBaTh, NpodaBaTb, MMMNOPTUPOBaTb, NyckaTb B MpokKaT,
NyoGnnYHO UCNONHATL, NOKa3bIBaTL/MCNONMHATL B achmpe nnun pasmerats B IHTepHeTe.
Mcnonb3oBaHue "nupaTckoro” nporpaMMHOro obecneyeHns MoXeT NPUBECTU K MHOIMM PUCKaM:
OT NOTEPM AaHHbIX K TBOMM akkayHTam 40 ONOKMPOBKM TBOErO YCTPOMCTBA, IAe yCTaHOBMEHA
HeneranbHasa nporpamma. He ctomT Takke 3abbiBaThb, YTO CYyLLECTBYIOT feranbHbIe U
BecnnaTHble NporpamMmbl, KOTOPbIE MOXXHO HANTU B CETU.

O noprane

CeTeBMYOK.p( - TBOW rMaBHbIV COBETUMK B CETU. 34€Ch Thl MOXeELUb Y3HaTh 0 6€30MacHOCTA B
CeTM NOHATHBIM N AOCTYMHbLIM S3bIKOM, @ NPY BO3HUKHOBEHUWN KPUTUYECKON CUTyaLuu
o6paTnTbCAa 3a COBETOM. A TakKe NPUHSTb y4acThe B KOHKYpCax U CTaTb CamMbiM LUpPOBbIM
rpaxgaHnHom!

MpunoxeHue N 3

NAMATKA ONA POOUTENEN OB MH®OPMALIMOHHOWM BE3OMNACHOCTW OETEWN
OnpepneneHune TepMmHa "MHoOpMaLUMoHHasi 6e30nacHOCTb AeTen" CooepXXUTCH B
degepanbHom 3akoHe N 436-P3 "O 3awmte geten ot MHoOPMaL MK, NPUUNHAIOLLLEN Bpeq nx
3[00POBbLI0 U Pa3BUTUIO", PErYNUPYIOLLIMM OTHOLLIEHUS, CBA3aHHbIE C 3aLUUTON JeTen OT
NMHopMaLmK, NPUYMHAOLLEN BPe UX 340POBbI0 1 (Mnn) pa3suTtuio. CornacHo 4aHHOMY 3aKOHY
"MHopMaLUnoHHasi 6e30MacHOCTb AeTen" - 3TO COCTOSIHUE 3aLUMLLEHHOCTU, NPU KOTOPOM
OTCYTCTBYET PUCK, CBSA3AHHbIN C MPUYUHEHNEM MHGOPMaLMEN Bpeda Ux 30OpoBbo U (Mnn)
hu3nyeckomy, NCMXMYECKOMY, JYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-93 nHdopmMaumen, NpUYNHAOLLEN Bpes 300POBbIO 1
(Mnn) pasBuUTUIO OETEN, ABMSAETCS:

1. Hcbopmauus, 3anpeLLeHHas Ang pacnpocTpaHeHus cpean geTen;

2. H(hopMauus, pacnpocTpaHeHne KOTOPOWM OrpaHUYeHO cpean geTen onpeaeneHHbIX



BO3PaCTHbIX KaTeropun.

3. K uHdpopmaumm, sanpeLieHHon Ana pacnpoCcTpaHeHUsa cpean OeTeNn, OTHOCUTCS:

4. vudopmauus, nobyxaaroLlas AeTen K COBEPLUEHNIO AEUCTBUIN, NPeACcTaBNAOLWNX Yrpo3y nx
XN3HW 1 (MK) 300POBbLIO, B T.4. MPUYNHEHMIO Bpeda CBOEMY 340POBbLH), CAMOYOUIACTBY;

5. cnocoBHOCTL BbI3BATL Y AETEN XenaHne ynoTpebuTb HapKoTUYeCcKkme cpeacTaa,
NCUXOTPOMHbIE N (UNIN) OAyPMaHUBalOLLME BellecTBa, TabayHble U34enus, ankoronbHy U
cnmpTocogepxallyo NpoayKUuio, MMBO N HAMUTKK, U3roTaBMBaeMble Ha ero OCHOBE; MPUHSTb
yyacTue B azapTHbIX Urpax, 3aHMMaTbCs NPOCTUTYLMEN, BPOASIKHUHECTBOM UK
NonNpoLLanHNYEeCTBOM;

6. o6ocHOBbIBaKOLAA Uv onpaegpliBaroLlLast 40MNYCTUMOCTb HAaCUUSA U (M) XKECTOKOCTU NMbo
nobyxxgatoLlas ocyLecTBATb HACUbCTBEHHbIE AENCTBUSA MO OTHOLLEHMIO K NIIOAAM U
XVBOTHbIM;

7. oTpuuaroLLas ceMenHble LeHHOCTU U hopMUpYIoLLLIasa HEYBaXKeHne K poautensam u (unu)
OPYrMM YfieHam CeEMbMU;

8. onpasgbiBatoLLasg NPOTUBONPABHOE NOBEAEHNE;

9. cogepxallasa HeueH3ypHyto 6paHb;

10. cogepxallaa nHgopmaLmio NopHorpaduyeCcKoro xapakrepa.

K nHdopmaLmmn, pacnpocTpaHeHne KOTOpOW OrpaHNYeHo cpean aeten onpeneneHHoro
BO3pacTa, OTHOCUTCS:

1. nHcbopmauus, npeacrasnsemMas B Buae n3obdpaxeHus nnm onncaHns XecTokocTH,
dU3nYeCcKoro n (M) NCUXMYECKOro HAaCUNUA, NPECTYNAEHMS NN NHOTO aHTUOBLECTBEHHOTO
OenCcTBuUs;

2. BbI3blBalOLLAsA Y AeTeN CTpax, YKac Unv NaHuky, B T.4. NpeacTaBnsemas B Buae
N300paxeHns UM ONMCaHNs B YHXKaIOLLEN YenoBevyeckoe JOCTOMHCTBO dhopMe
HeHacuNbCTBEHHOW CMepTK, 3aboneBaHus, camoybuincTBa, HeCHaCTHOrO criyyas, aBapum unm
KaTtacTpodbl U (MNn) X NOCrNeaACcTBUN;

3. NnpeacTaBnsemMas B Buae n3obpaxeHus unm onnucaHns nosioBbiX OTHOLLIEHUIN MeXAyY
MY>KUNHOW W KEHLLNHOW;

4. copepxawas 6paHHble CNoBa 1 BblpaXXeHWs, He OTHOCALLMECS K HeLeH3ypHoW BpaHu.

C yuetom atoro Bam npegnaratotcs npasuna paboTbl B ceTn UHTEepHET Ans pasnnyHbIX
BO3pAaCTHbIX KaTeropui, cobntogeHne KoTopblx No3BonnT obecnevntb MHMOPMAaLIMOHHYIO
6e30nacHOCTb BalLNX OETEN.

O6wme npaBuna gnsa poauTtenemn

1. He3zaBucumo oT Bo3pacTta pebeHka ncnonb3yrte nporpaMmmHoe obecrnedeHne, nomoratouee
unbTpoBaTh U KOHTPONMPOBaTb MHOPMALUIO, HO HE NMoNaranTechb NOMIHOCTLIO Ha Hero. Balue
BHMMaHue K pebeHKy - rnaBHbl METOA 3aLUUThI.

2. Ecnn Baw pebeHok nmeeT akkayHT Ha 04HOM U3 coumanbHbix cepsucos (LivedJournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHUMATENBHO U3y4nTE, KaKyto MHPOPMALIMIO MOMELLIAIT €ro
YYaCTHUKM B CBOMX Npohmnax u 6rnorax, Bkroyas dpotorpadpum n BUAEO.

3. lNpoBepbTE, C KakKMMK APYrMMn canTamu CBsi3aH coumanbHbii cepBuc Bawero pebeHka.
CtpaHnykm Bawero pebeHka moryT ObiTb 6€30nacHbIMK, HO MOTYT U COAepXaTb CCbINKN Ha
HexxenaTesnbHble U OnacHble canTbl (HanpuMep, MOPHOCANT, UMK CalT, HA KOTOPOM ApPYr
ynoMunHaeT Homep coToBoro TenedoHa Bawero pebeHka nnv Baw gomawHum agpec)

4. MNoowpante Bawmnx geten coobate 060 BCEM CTPAaHHOM UMK OTTaNKNUBAIOLLEM U HE
CINULLKOM OCTPO pearupyimTe, Korga oOHu 370 AenatoT (M3-3a ornaceHns noTepsiTb OCTYN K
NHTepHeTy ety He roBopAT poanTensam o npobnemax, a Takke MoryT HayaTb UCMOSb30BaTb
WHTepHeT BHe JoMa U LUKOSbI).

5. byabTe B Kypce ceTeBon xmn3HN Bawero pebeHka. HTepecynTech, KTO UX OpYy3bs B
MHTepHeT Tak e, Kak MHTepecyeTechb pearbHbIMU APY3bSMU.

Bo3pacTt ot 7 o 8 net

B VIHTepHeTe pebeHok cTapaeTcs NOCeTUTb TE€ UM MHbIE CalTbl, @ BO3MOXHO U YaThl,
paspelueHne Ha NoceLleHne KOTOPbIX OH He nonyyun 6bl oT pogutenen. Noatomy poantensam
ocobeHHO nonesHbl ByayT Te 0TYeThbl, KOTOPblE NPEAO0CTaBNATCA NporpammamMm no
orpaHuMyeHnto ncrnonb3oBannsa MHTepHeTa, T.€. POOUTENbCKUIA KOHTPOIb UMK TO, YTO Bbl
CMOXeTe yBUAEeTb BO BpEMEHHbIX (harnax. B pesynbTaTte, y pebeHka He ByaeT oLyLeHns, 4To
3a HUM BeAEeTCHA NOCTOSAHHbIA KOHTPOIb, O4HAKo, poauTenu ByayT no-npexHemMy 3HaTb, Kakue
caunTbl nocewaeT nx pebeHok. [letn B gaHHOM Bo3pacTe obnagatoT CUnbHbIM YyBCTBOM CEMbM,



OHW JOBEPYMBLI N HE COMHeBatoTCs B aBTopuTeTax. OHM NobAT urpaTb B ceTeBble UMPbl U
nyTewwecTBoBaTb Mo VIHTEpPHETY, NCNONb3ys SNEKTPOHHYIO NOYTY, 3aX0AUTb Ha CalThbl U YaThbl,
He pekoMeHOOBaHHbIE POaUTENSMN.

CoBeTbl Mo 6e3onacHocTn B ceTn VIHTepHeT anga aeTten 7 - 8 net

1. CosganTte cnnucok JoMalLHKMX NpaBun nocelleHns MHTepHeTa npu ydactum geten n tpebynte
€ro BbINOSIHEHMS.

2. TpebGynTe oT Bawwero pebeHka cobnogeHnsa BpeMeHHbIX HOPM HaxXOoXaeHus 3a
KomnbtoTepom. MNokaxnte peberky, 4to Bbl HabnogaeTe 3a HUM He NOToMy 4YTO Bam 310
XoyeTcs, a noTomy 4To Bbl 6ecrnokomTech 0 ero 6e3onacHOCTH 1 Bcerga rotoBbl €My MOMOYb.
3. KomnbroTep ¢ nogkntodeHnem K IHTepHeTy AOMmKeH HaX0AUTbCA B 00LLEN KOMHaTE Nog
NPUCMOTPOM poaUTENEN.

4. icnonb3ynTe cneyuanbHble eTCKME NOUCKOBbLIE MaLUUHbI.

5. UcnonbaynTe cpeactea 6N0OKMpOBaHMA HEXeNaTenbHOro KOHTEHTA Kak JOMNOSNTHEHNE K
cTaHgapTHoMy PognTenbCkoMy KOHTPOSO.

6. Co3ganite ceMerHbIN ANEKTPOHHbIN ALWKK, YTOObI HE NO3BONUTL OETAM UMETb COOCTBEHHbIE
agpeca.

7. BnokvnpywnTte goctyn k cantam ¢ 6ecnnaTHbIMU MOYTOBBLIMU ALLMKAMWN C MOMOLLIbIO
COOTBETCTBYIOLLErO MPOrpaMmHoro obecneyeHuns.

8. MNpuyunTe geTten coBeToBaTbCsA ¢ Bamn nepen onyobnmkoBaHMEM Kakon-nmbo nHdopmMaumm
cpencTBamMuy 3NIEKTPOHHOW MOYTbI, YaTOB, PErMcTpaumMoHHbIX oopM 1 npodunen.

9. Hayuute geTewn He 3arpyxaTtb dawnbl, NporpaMmbl UM My3blky 6€3 Ballero cornacus.

10. He paspelwianTte getam ncnonb3oBaTtb CryX6bl MTHOBEHHOrO o6mMeHa coobLeHnamu.

11. B "6enbiin" cnncok canToB, pa3peLleHHbIX ANs NoCeLeHnsl, BHOCUTE TONbKO CanTbl C
XopoLuen penytaunen.

12. He 3abbiBanTe 6ecegoBath ¢ AeTbMu 06 nx Apy3bsix B IHTepHeTe, Kak ecnu Obl peyb Lwna
O PY3bsiX B peanbHOM XNU3HMW.

13. He genante "Taby" 13 BONPOCOB NOJIOBOW XU3HU, TaK kak B IHTepHeTe 4eTn MOryT Nerko
HaTKHYTbCA Ha nopHorpadu o Unn canTbl "ansa B3pocrnbIx".

14. MpunyunTe Bawwero pebeHka coobLiatb Bam 0O NHOObIX yrpo3ax unm TPeBOrax, CBA3aHHbIX C
NHTepHeToM. OcTaBanTeCh CNOKONHBIMU U HANOMHUTE AETAM, YTO OHM B 6€30nacHOCTH, ecnm
camu pacckasanu Bam 0 CBOUX Tpesorax. [loxsanute ux n nocoseTynTe nogonTu elle pas B
noao6HbIX cny4vasix.

BospacT geten ot 9 go 12 ner

B oaHHOM Bo3pacTe AeTu, Kak NpaBumo, yXe HachnblwaHbl O TOM, Kakas MHdopMaums
cywectsyeT B MIHTepHeTe. CoBepLUEHHO HOpMAaribHO, YTO OHM XOTST 3TO yBUAETb, MPOYECTh,
ycnbiwaTh. [1pn 3TOM HY>KHO MOMHUTb, YTO AOCTYN K HEXenaTenbHbIM MaTtepuanam MOoXHO
nerko 3abnoknpoBaTtb Npu NOMOLLN CPEACTB POANTENbCKOrO KOHTPONS.

CoBeTbl Mo 6e3onacHocTu Ansa aeten ot 9 go 12 net

1. CosganTte cnncok JoOMaLLHKX NpaBun nocelleHns IHTepHeT nNpy ydactum geten u Tpebyinte
€ro BbINOSIHEHMS.

2. TpebynTe oT Bawwero pebeHka cobnogeHns HOpM HaxoXOeHUs 3a KOMMbIOTEPOM.

3. Habntogante 3a pebeHkom npu paboTe 3a KOMNbIOTEPOM, NMOKaXUTE eMy, YTO Bbl
GecnokonTech 0 ero 6e30nNacHOCTU 1 BCcerga rotToBbl OkasaTb €My MOMOLLb.

4. KomnbtoTep ¢ nogkroyeHnem B VIHTEPHET AOMMKEH HAXOANTLCA B 00LLE KOMHATE Nog
NPUCMOTPOM poaUTENEN.

5. Nicnonbayiite cpenctea BroKMpoBaHUS HeXenaTenbHOro KOHTEHTa Kak JOMOSTHEHNE K
cTaHgapTHoMy PoauTenbCKoMY KOHTPOTHO.

6. He 3abbiBanTe NpMHMMaTb HEMOCPEACTBEHHOE y4YacTue B XU3HN pebeHka, becegoBath C
AeTbMu 06 ux opy3bsax B VIHTepHeTe.

7. HactamBanTte, 4To6bl AETN HUKOTAA HE COrnallanncb Ha NNYHbIE BCTPEYM C APY3bAMU MO
NHTepHeTy.

8. [Mo3BonanTe AeTaM 3axoAnTb TOSMbKO Ha canTbl U3 "Genoro" cnmcka, KOTopbI co3aanTte
BMECTE C HUMM.

9. MpuyunTe geTern HUKOrAa He BblAaBaTb NIMYHYKO MHAOPMALNIO CpeacTBaMMN INIEKTPOHHOWN
MoYTbl, YaTOB, CUCTEM MIHOBEHHOIO 06MeHa COOBLLEHNAMKN, PErUCTPALMOHHBIX (POPM, JIUYHBIX
npodunen n Nnpu perncTpaunm Ha KoOHKypcol B IHTepHeTe.

10. MpuyunTe geTen He 3arpyxaTb nNporpaMmmbl 6e3 Bawero paspelweHus. O0bACHUTE UM, YTO



OHW MOTYT CIly4alHO 3arpy3nTb BUPYCbl NN APYroe HexenaTtenbHOe NporpaMMHoe
obecneyeHue.

11. Cospante Bawemy pebeHKy orpaHMyeHHy0 YY4eTHYH 3anucb A4S paboTbl Ha KOMMbOTEpE.
12. Mpunyunte Bawero pebeHka coobLiatb Bam 0O NHOObIX yrpo3ax Ui TpeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe getam, 4To OHM B 6e30MacHOCTH, ecrnv caMu pacckasanu Bam o
CBOWX TPEBOrax 1 onaceHusX.

13. Pacckaxunte geTtam o nopHorpadumn B IHTepHeTe.

14. HacTtanBavite Ha TOM, 4TOObI €TV NPegOoCTaBNANM Bam LOCTYN K CBOEWN 3MEKTPOHHOWN
noyte, 4TobbI Bbl yOEOUNIUCh, YTO OHM HE 0BLLATCS C HE3HAKOMLUAMW.

15. O6bACHUTE AeTAM, YTO Hemnb3s MUCMOoNb30BaTb CETb AN XyNIMraHCTBa, pacnpocTpaHeHus
crnneTeH Unu yrpos.

Bo3spacT pneten ot 13 pno 17 net

B aTom Bo3pacTe nogpoCTKM akTMBHO UCMOSb3YHT NOMCKOBbIE MALUWHbI, NONb3YTCH
3NEKTPOHHOW NOYTON, Cny>K6amMn MrHOBEHHOTO 0OMeHa COOBLLEHNAMMN, CKauNBaOT MY3bIKY U
dunbmbl. Manbymkam B 3TOM Bo3pacTe 6onbLue No HpaBy cMeTaTb BCE OrpaHUYeHst, OHU
XaxagyT rpyboro tomopa, asapTHbIX Urp, KAPTUHOK "ans B3pocnbix". [JeBoYku npeanovmTatoT
obLwaTbcs B YaTax, Npy 3TOM OHM ropasao 6onee 4yBCTBUTESNbHbI K CEKCyalbHbIM
aomorartenbcTtBam B MIHTepHeTe.

3avacTylo B 4aHHOM BO3pacTe pOAUTENSM Y)Xe BECbMa CITOXXHO KOHTPONMPOBAaTb CBOUX AETEMN,
Tak kak 06 VIHTepHeTe OHM yXXe 3HaIOT 3HAaYMTENBHO BGonblue CBOUX poauTenen. Tem He MeHee,
He oTnyckanTe geten B "cBoboaHoe nnasaHue" no MIHTepHeTy. CTapanTecb akTUBHO
y4yacTBOBaThb B 06LLeHNM pebeHka B VIHTepHeTe.

BaxxHO no-npexHemy cTporo cobntogaTb npasuna NHTepHeT-6e30macHOCTM - cornalleHne
mMexay poantensmu n getbMn. Kpome toro, Heo6xoanMMo Kak MOXHO Yalle npocmaTtpuBaTth
OT4eTbl 0 AestenbHocTh aeten B HTepHeTe. CneayeT o6paTuTb BHUMaHWE Ha
HEeobX0OUMOCTb COAEPXKAHUS POOMTENLCKUX NApOoen (naponen agMMHUCTPATOPOB) B CTPOrOM
cekpeTe 1 06paTUTb BHMMaHWE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl Mo Ge3onacHOCTM B 3TOM Bo3pacTe oT 13 o 17 net

1. CospganTte CnMCOK JOMALUHMX NpaBun noceleHnsa MHTepHeTa npy y4acTum NnoapoCTKOB U
TpebynTte 6Ge3ycrnoBHOro ero BuinonHeHus. ObrosopuTte ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX
caunToB ("4epHbI cnNMCoK"), Yackl paboTbl B IHTepHeTe, pykoBOACTBO NO 06LLEHMIO B
NHTepHeTe (B TOM 4ucrne B YaTax).

2. KomnboTep ¢ NOAKIIOYEHNEM K CETU VIHTEPHET A0IMKEH HAXOAUTLCA B OOLLIEN KOMHATE.

3. He 3abbiBanTe 6ecegoBath ¢ 4eTbMu 006 nX opy3bsix B IHTEpHETE, O TOM, YEM OHU 3aHATHI
Taknum obpasom, 6yaTo peyb MAET O ApY3bsiX B peanbHOM xu3Hu. CnpawmnsanTte o niogsax, ¢
KOTOPbIMK OeTK 00LaTCHA NOCPEACTBOM CNYXO MrHOBEHHOro 06meHa coobLLeHs M, YTOObI
y6eanTbCs, YTO 3TV NMOAMN UM 3HAKOMbI.

4. Vicnonb3ynTe cpefctBa 6r10KMpOBaHMS HEXEeNaTeNbHOIro KOHTEHTA Kak AONOSIHEHME K
cTaHgapTHoMmy PoauTenbCKOMy KOHTPOSHO.

5. Heobxoaumo 3HaTb, KakuMn YaTtaMmm nonb3yotca Bawwm geTu. MNMoolwpsiite ncnons3oBaHue
MOAEepUpyeMbIX HYaToOB 1 HacTamBanTe, 4Tobbl 4eTN He 0BLanncb B NPUBATHOM pexnme.

6. HactamBante Ha TOM, YTOObI 4E€TW HUKOrAA HE BCTPEYanmcb JIMYHO C APY3bSMU U3 CETU
NHTepHerT.

7. MpuyunTe geTen He BblgaBaTb CBOK NIMYHYHO MHCPOPMaLMIO CpeacTBaMm INEKTPOHHOM
NnoYThbl, YaTOB, CUCTEM MIHOBEHHOIO 06MeHa CoobLLEeHNAMM, PETMCTPALIMOHHbBIX (POPM, NTUYHBIX
npocunen n Nnpu pernctpaumm Ha KOHKypcbl B IHTepHeTe.

8. MNpuyunTe geTten He 3arpyxaTtb nporpammbl 6e3 Baluero paspelueHuns. O6bACHUTE UM, YTO
OHW MOTYT CIly4alHO 3arpy3nTb BUPYCbl NN APYroe HexenaTtenbHOe NporpaMMHoe
obecneyeHue.

9. MNpuyunTe Bawero pebeHka coobaTb BaM O NOOLIX yrpo3ax unm TpeBorax, CBsA3aHHbIX C
WHTepHeTOM. HanomHuTe geTtam, 4To oHM B 6€30NacHOCTH, eCriv caMu pacckasanu Bam, O
CBOMX Yrpo3ax unu tTpesorax. [oxsanure nx n NOCoBeTynTe NOAOWTK eLle pa3 B NOg0OHbIX
cnyyasx.

10. Pacckaxnte getam o nopHorpadum B VIHTepHeTe. lNomMornte nm 3amMTnTbLCS OT cnama.
HayunTe noapocTkoB He BblgaBaTth B IHTEpHETE CBOEro pearnibHOro afekTPOHHOro agpeca, He
oTBeYaTb Ha HeXenaTtenbHble NMCbMa 1 NCNOMb30BaTh CneumanbHble NOYTOBbIe OUNbTPbI.



11. NpuyynTe cebs 3HAKOMUTLCH C cCanTaMu, KOTOpble NOCeLLaT NOAPOCTKM.

12. HayunTe geTten yBaxkaTb APYrux B UHTEpHeTe. Yb6eamTech, YTO OHM 3HAKT O TOM, YTO
npaswusia XopoLlero noBeAeHNsa OENCTBYHOT Be3e - JaXe B BUPTyarbHOM MUpe.

13. O6bACHUTE AETAM, YTO HM B KOEM Clny4vae Hemnb3s ucnonb3oBaTb CeTb ANA XynUraHcTea,
pacnpocTpaHeHust CRNeTeH NN yrpo3 Apyrum Aaam.

14. ObcyauTe ¢ nogpocTkaMmu NpobriemMbl CeTEBbIX a3apTHBIX UMP U UX BO3MOXHbIV PUCK.
HanomHuTe, 4TO AeTN HE MOTYT UrpaTb B 3TN UIPbI COMMACHO 3aKOHY.

[MOCTOSAHHO KOHTpONMPYNTE ucnonb3oBanne MHTepHeTa Bawunm pebeHkom! 3To He HapyLleHne
€ro NMYHOro NPOCTPAaHCTBA, a Mepa NPeAOCTOPOXKHOCTHU U NMposiBNeHne Balwen poauTtenbckon
OTBETCTBEHHOCTU 1 3a60Tbl.___



